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1. INTRODUCTION

1.1 Backeround

The efedtiveness of the ndtiond avil aviaion security system is highly dependent upon people,
espedidly those employed as checkpoint screeners. Therefore, the FAA s vary interested in

enhancing screener training, performance, and further improving ther readiness for the job.

The Aviation Security Improvement Act, Public Law 101-604, mandates the Federd Avidion
Adminigration (FAA) to enhance and improve X-ray baggage screener sdection, training, and
performance. The Aviaion Security Human Fectors Program (AAR-5 10) of the Avidion
Sacurity Research and Development Divigon, is the FAA unit tasked with this responghility.

12 Problem Statement

Passenger and carry-on baggege throughput a Detroit Wayne Metropalitan Airport (DTW) is
conddered dow, causng condderable lines a the checkpoint. By peforming a human factors
evduation of the checkpoint, induding screener parformance, problems can be identified and
improvements in throughput and security can be accomplished. This indudes redesgning the
checkpoint, deploying advanced technologica systems and improving screener performance.

2. PROJECT GOALS

The objective of this project is to callect, andyze, and report basdine data on passenger flow
regrictions and threat detection. These data can then be usad to evduate future Sates of the
checkpoint and screener performance.

3. MAJOR PROGRAM ACTIVITIES

3.1 Project Management

Qudity Assurance (QA) is the overdl process of evduations, ingpections, and audits conducted
during the project’s development process and its products to ensure that: (1) the process and
products conform to ther established plans and sandards;, (2) the find product(s) completdy and
accurady implement(s) the sysem's functiona, performance, and operationd requirements, and
(3 the sygem is huilt to the highest qudity attributes possible (rdiability, maintainability,
supportability, robustness, extenshility, etc.). The QA is conducted interndly by the
contractor's QA organization, manageridly independent from the peaforming organization. The
QA will indude overdl project-levd QA conading of formd and informd reviews ingpections
wakthroughs, measurements, and qudity audits.

The QA adivities envisoned for this prgect indude the following:



1. Formd/Informd Reviewnsformd and informd reviews will indude the following:

« Formd reviews will be conducted & the condusion of each phase of the project and
completion of a major task or step in aphase. They ae the decison milestones for
internd or government gpprova to proceed from one deveopment phase to the next.

o Informd reviews will be conducted by QA personnd between formd reviews to evduae
progress towards phase completion and/or assess readiness for the forma reviews

2. Evduaion/ingpectionsevduaion and ingoections will be conducted periodicaly by QA to

asess conformance to the project plan, enginearing and software development processes, and
contract requirements.

3. Quality Assurance Reporting-monthly datus reports will indude QA activities performed
for the reporting period; results of these activities, problems identified and corrected or
action items assgned; daus of previous action items, and plans for the next reporting period.

4. Hnd Ddivay Catificationfunctiond and physcd configuraion audits will ensure that
the product medts its origind requirements and that dl changes made through the
development process have been propely integrated.

3.2 Technical Approach

This effort will focus on two man problem aress passenger flow and threst detection. This

section identifies the four phases of the project and the critical isues associaied with the problem
areas.

3.2.1 Phase 1 « Test and Evaluation Plan

Before drafting a Test and Evauation Fan (TEP), two human factors engineers will trave to
DTW to speek with the Federd Security Manager and other security personnd. The purpose of
the trip will be to acquire information regarding tes vaiades (i.e, what information can be
cgptured) and data callection (i.e, the use, control, and location of video cameras, archived
tapes, and incident reports). In addition, they will didt information regarding percaved
problems, staffing requirements, and security procedures. Findly, they will vigt the checkpoint
to get a better sense of its layout and equipment,

Following the vigt to DTW, a TEP based in pat on information gathered during the trip will be
condructed. The TEP will focus on four criticd issues flow, threat detection, training, and
screener communication. It will incdlude Measures of Performance (MOPs) and Measures of
Effectiveness (MOEs) required to accuratdy basdine the current checkpoint operation.
Furthermore, the TEP will outline an gpproach to evduating the MOPs and MOEs ad

collecting, reduang, and andyzing the data

Task-Based MOPs and MOEs

Checkpoint operations can be subdivided into a sat of discreet tasks performed by screeners and
upervisors.  Each sreener task sarves the overdl misson of effectively (deterring and detecting



threats) and efficently (operating with minimum effects on throughput) processng passengers
and ther baggage. Before condructing task-based MOPs and MOEs, a review will be mede of
previous andyses of checkpoint operaions and the knowledge, skills, and dailities involved in
performing specific checkpoint tasks (Fobes & Neiderman, 1997; Monichetti, Fobes &
Neiderman, in press). Mgor checkpoint tasks to be induded are walk-through and hand-held
magnetometer, pat-down, hand search, X-ray, trace detector, exit land, and supervison. MOPs
and MOEs will be condructed around dl of the essentid checkpoint tasks They will be
designed to answer questions like

Are effective procedures followed?

Are the security saff adequatdy trained to follow effective procedures?

Do the security gaff communicate effectivdy in performing tasks?

How quickly are tasks accomplished?

Are gaffing levels and gaff knowledge adeguate to accomplish tasks quickly?

Potentid MOEs are provided below.

Passenger Flow Baseline
J Throughput (passengers and begs)
Number of people processed udng the X-ray machine
= Aveage anount of time to process usng the X-ray machine
= Number of people processad using the front magnetometer
- Aveage amount of time to process usng the front magnetometer
~ Number of people processed using the back magnetometer
-~ Average anount of time to process udng the back magnetometer
- Number of people processed usng the hand wand
- Average amount of time to process usng the hand wand
= Number of people processed using the Electronic Detection System (EDS)
Average amount of time to process usng the EDS
. Stafﬁng numbers (screeners, supervisors, duty managers)

Threat Detection Baseline

TIP performance (Py, P,, P, ¢, d)

CBT performance (iniid and find Unit 7 and 8 scores)

Traning (initid, onthejob, and recurrent)

Previous threat detection dudies by FAA tesing organization(s)
DTW incdent reports

Mesaures of compliance with effective threat detection procedures

Integrating Tasks Into a Checkpoint Modd

The streening tasks are interrdated with the outcome of one task dictating performance of
another. Other MOPs and MOEs Wwill be condructed using a checkpoint modd that pedifies the
rlaionships between tasks. These indude the probabilities of moving between one task and
another, as well as the integration of task performance times into globd mesesures like the



average amount of time to pass through the checkpoint. Checkpoint operations and meesures,
congdered as a whole, are likely to be influenced by varidbles such as passenger volume and
d&fing levds The MOPs and MOEs will be condructed to spedify these globd variables and
their influence upon checkpoint operaions.

With a careful choice of measures, a plan for a basdine destription of the checkpoint, which
produces vaid and ussful information, will be condructed. This will indude destriptions of
staffing levels traffic volume, and time and probability dements for each screener task (e, X-
ray, megnetometer, hand wand, bag search, trace, and exit lane) as wdl as supervisory postions.
Effectiveness and efficdency meeaures for each task will be described. Threat Image Projection
performance and the frequendies of deviaions from procedures will be part of the basdine
description of effectiveness.

3.2.2 Phase 2 - Pilot Test

After developing the TEP, a pilot sudy will be conducted to determine if one can accurady
collect the necessary data Any defidendes in data collection procedures will be identified and
any newly identified variables incorporated into the actud test. Any meesures of effectiveness
or efficdency assodated with a particular postion that cannot be accurately recorded, will be
brought to the attention of AAR-5 10. These vaiables will then be revised or diminated. Daa
recaived from the pilot sudy will be usad to cregte a database from which data reduction tools
can be deveoped. This will enable the data to be more quickly andyzed from the actud tes.

3.2.3 _ Phase 3 — Measurement
The reauits of the pilot test will be the basis for the actud collection of MOP data. At this poirt,

ussful and redigic MOEs and MOPs will be identified and tested, as will the effort required in
the data collection process

3.2.4 Final Report

Upon completion of Phase 3, a find report will be composed describing the method, results, and
lessons learned from the basdine dudy. To the extent possble, it will describe the effectiveness
and efficdency for each screener task, as wel as diagram the checkpoint and passenger flow
through it. Andly, it will provide possble human factors solutions to dleviate problems
asodaed with the issues of dow flow, threast detection, training defidendes, and Screener
communication.  Information from the find report can be given to subject matter experts so that
a checkpoint model can be developed. This will dlow wha-if scenarios and cgpadity variaions
to be smulated.



4. SCHEDULE, DELIVERABLES, AND RESOURCES

4.1 Schedule

Fgure 1 depicts the work breskdown sructure of this project.

Quarter 3rd Quarter Ath Quarter 1st Quarter 2nd Quar|
iD |Task Name WBS | May| Jun| Jul [Aug | Sep| Oct] Nov] Dec| Jan [ Feb| Mar{ Apr [ May
1 HF008- Checkpoint Design Project 1
2 Project Planning 1.1m
3 status review 111 [
11 Ongoing  Planning 112
12 Project Plan 1.1.3 _
13 Test and Evaluation Plan 1.2 "
14 Inspect site 1.21 l
15 Construct Measures 122 l
16 Write: Draft 1.23 .
17 OperationalTesting 13 ﬁ
18 Data coliection materials 1.3 .
19 Data collection strategies. 1.3.2 -
20 Pilot testing 133 | ]
21 Analyze pilot 134 .
22 Revise plan and procedures. 13.5 |
23 Operationa Test site visit 1 1.3.6 .
24 Data Analysis: 1 1.3.7 .
25 Operational Test Site visit 2 1.3.8 .
26 Complete: Data: Analysis 1.3.9 l
27 FinalReport 14 r
28 Review Findings 141
29 Prepare Data Presentation Forr 1.4.2 l
30 Prepare Draft Report 1.4.3 .
31 Revise Report 144 l
Figure |. Work Breakdown Sructure




4.2 Deliverables

Teable 1 contains dl project ddiverables and their due dates
Table 1. Deliverables

Deliverables Due Dates
Monthly Status Reports Monthly beginning June 1999
Trip Reports Within 5 days of return
Project Plan May 11, 1999
Test and Evaudion Plan May 27, 1999
Find Report September 24, 1999

4.3 Resources

Table 2 contains a lig of project resources, hours, and key personnd required for this task.
Table 2. Resources, Hours, and Personnel

Resour ces Hours Personnel
Progran Manager 104 Mr. Bischoff and Dr. Lyons
Senior HF Enginears 750 Dr. Maguire and Mr. Snyder
HF Engineers 870 Mr. Winters and Mr. Newman
Documentation  Specidist 120 Ms Militdlo
Clerk 30 Ms. Deckard
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